Abstract -Face spoofing attack is one of the recent security traits that face recognition systems are proven to be vulnerable to. The spoofing occurs when an attacker bypass the authentication scheme by presenting a copy of the face image for a valid user. Therefore, it's very easy to perform face recognition spoofing attack with compare to other biometrics. This paper, addresses the problem of detecting imposter face image from live image. In practically, we address this problem from texture analysis point of view because the printed face usually has less quality defect that can be observed by extracting texture features. We adopt Local graph structure LGS to extract the features. Moreover, LGS is based on applying a dominant graph into the input image and it's proved to be a powerful texture operator. Finally, extensive experimental analysis on NUAA showed an encouraging performance.
Introduction
Face recognition systems become very popular in recent years. This is because there's a significant improvement in the algorithms with compare to other biometric measures. Face recognition is a straightforward, natural and nonintrusive. In order to achieve a very good performance, researchers suggested that the face needs to be a frontal and normalized [1] . Moreover, pose and illumination have proved to be a very challenging problem for research [1] [2] .
However, spoofing attack considered to be a security threat for face recognition applications. Authors in [3] define the spoofing attack as outwitting a biometric sensor by presenting a counterfeit biometric evidence of a valid user. This attack is a very straight forward, the attacker just presents the copy of the picture in front of the sensor and it does not needs a previous knowledge about the recognition scheme. Furthermore, most of the face recognition algorithms designed to identify and verify the user who wants to gain access without concerning whether the input data is live or not. Despite the existence of a very sophisticated biometric authentication and verification systems nowadays, implementing anti-spoofing schemes for them is still in its infancy.
At university of Hanoi 2009, researchers in security and vulnerability have has shown that how an attacker can easily spoof a face recognition algorithm at black hat conference. In addition, national institute of standards and technology (NIST) have listed this thread in the national vulnerability database. the On the other hand , face images captured from printed photos look similar to the image where captured directly from the sensor as shown in Fig. 1 .
The first row shows real face images where the second row shows fake face image from NUAA database. As we can see, there's no difference between fake face image and real image when we simply look at images. However, if we look from image quality assessment point of view then there's a difference in the texture data.
To cope with these problems, we adopt local graph structure to tackle the problem of detecting fake facial biometric data.
The remaining part of this paper is organised as follow. Section II shows the Literature review.
LGS for face spoofing is proposed in III. Experimental and Results are carried out In Section IV. Finally, in IV conclusions are drawn. 
Related Work
Most of the state of the art algorithms in face recognition are basically vulnerable to spoofing attack and this is due to the fact that; face algorithms are based on discriminating the face features from each other and furthermore reduce feature dimension. Moreover, using a simple photograph of the enrolled user's face displayed using a cell phone, screen or a hard copy can easily fool the algorithm. Few papers discuss the research against spoofing attack [4, 5] .
Furthermore, researcher study detecting facial expression changes, blinking, and mouth movement for face liveness detection. Pan et al [4] proposed an algorithm to detect face liveness by observing the blinking every4-5s. His algorithm counts the number of blink and then makes a decision. Another researchers, proposed a method that uses optical-flow to track the movements of facial face [6, 7] .
Face spoofing problem can be solved based on analysing the face skin proprieties for instance skin reflectance and skin texture. As an example, authors in [8] proposed to detect printattack face spoofing. Their concept is based on the statement International Conference on Computer, Communications and Information Technology (CCIT 2014) that the printed-face has smaller high frequency component with compare to live face image. Fourier transform is used to analyse the input data. Generally speaking, this algorithm may work for down-sampled picture while on the other hand it fails for high quality images.
Recently, Tan et al proposed a considerable work which utilizes the lambertian reflectance in order to discriminate between printed face and real face (2dimension vs. 3dimension) [9] . Therefore, the algorithm uses variational retinas-based and difference of Gaussian to extract latent reflectance features. The results reported in their research are quite good. The database used for this study is NUAA photograph imposter which is publically available [9] . Therefore, our research is carried out using this database.
On the other hand, Local graph structure is proposed by Eimad et al. [10] for face recognition. Many applications have been considered in the literature such face tracking, recognition, plant identification and others extensions of LGS [11] [12] [13] [14] [15] but none of them have paid attention to use LGS for face anti-spoofing. Hence, our target in the study is to implement LGS for face anti-spoofing.
Local Graph Structure
The concept of Local Graph Structure is introduced by Eimad et al [10] in 2011. The idea is to form a strong relationship between a given targe pixel I(x,y) and its neighbours. As stated in the paper, having a dominating graph with six pixels forming the graph is sufficient to represent the graph relationship. Moreover, LGS is found to be a very powerful texture operator with compare to the local binary pattern LBP. Further, LGS is robust to montic gray scale changes.
LGS utilize six pixels to form the neighbours of target pixel I(x,y) . Then we start finding the pattern by moving anticlockwise for the target pixel I(x,y) for the left region of the graph. If a neighbour pixel has a high or equal gray value than the target I(x,y) 0 then assign a binary value equal to 1 on the edge connecting the two vertices, else 0.
Next is to process right region of the dominant graph, the process here is the same as the left region. The only difference here is we have to move first horizontal and then continue in clockwise as shown in Fig. 2 .
To produce the LGS for pixel (xd, yd) a binomial weight 2p is assigned to each sign s(gd -gn). These binomial weights are summed:
Where 10 () 00 Our Proposed solution starts first by converting the input facial image I(x,y) into gray-scale. Next step is to extract the LGS features for I(x,y). Once LGS processed the facial data we need to calculate the histogram in order to reduce the feature dimension. Finally nearest neighbour classifier with cosine measure is used to find the nearest class. Please see Fig.  3 . 
Experiments and Results
In this section, we evaluate our proposed algorithm to detect spoofed faces. The aim of our experiments is to prove that LGS can also be used to detect fake facial data. Fig. 4 shows the initial experiment of face anti-spoofing using LGS and histogram of the LGSs for original image and a new generated one. Moreover, histogram of LGSs image representing the distribution of 256 patterns across the facial image is also shown in Fig. 4 .
A. Database
To evaluate the performance of LGS with compare to LBP, NUAA photographer imposter database [9] is used.
The database contains 9000 pictures for real and imposter faces. The high quality photo attacks were recorded using a webcams at 20 fps. The resolution used for the experiments is 252 x 252 pixels. Moreover, the face images of live humans and the photographs were collected in three sessions at intervals of about 2 weeks. In addition, the environmental and illumination condition are changing. Fig. 4 LGS processing
B. Experimental Results
To assess the performance of LGS in detecting spoofed faces, we implemented and compared Local Graph Structure performance with Local Binary Pattern [16] . We have divided the images into training and testing. The experiments results including detection rate and error rate for different training size are tabulated in Table 1 and 2. Table 1 shows the first experiment which is to evaluate Local Binary pattern and results reported that LBP performance drops as we decrease the training samples.
Second experiment as shown in Table 2 is to evaluate LGS against detecting spoofed facial picture. The first thing to notice is LGS performance is better than LBP. Second thing is we can observe that as we increase the training samples the detection rate is stable and there's no drop. Furthermore, Table  3 shows the overall performance for both methods. The results showed that the Local Graph Structure (LGS) outperforms Local Binary Pattern (LBP) significantly. Even though we cannot keep 100% performance as shown in the Fig. 5 . 
Conclusions
Face spoofing and anti-spoofing becomes a very important topic for face recognition system. Even though face recognition algorithms are sophisticated; it should be impossible to rely on an algorithm without a protection against spoofing attacks.
The contribution of the research study can be summarized into. Firstly, we study the use of local graph structure against spoofing protection for face recognition. Secondly, performance evaluation against different training size is reported in order to measure the robustness of LGS. Finally LGS is simple, reliable with compare to LBP. 
